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Abstract: The Web contains the mixed type of URL which contains the Malicious as well as normal URLS. The 

research work is about the study of Malicious URLS techniques and provides the approach of security along with the 

Detection and Prevention. The System information need to be secure and should be confidential. The system 

information protection is main aspect of this research work. This paper proposed the approach for prevention and 

Detection of the Webpage URL using Neural Network. This research work provides a new way of securing the 

information to avoid hassle in transmission over network. The Dictionary has been created of which are counted as the 

malicious and input data of URL with parameters such as IsURLKeywords, Toxic Factor based on auto Downloading 

Links and the third parameter is No of Download links. Based on these parameters, the weight has been assigned and 

equation has been created. The threshold values have been settled and generated results in MATLAB Simulation Tool. 

 

Keywords: Botnets, Denial-Of-service attacks, IDS, SQL Injection Attack, Penetrations. 

 

I. INTRODUCTION 

 

The web has become the medium of selection for folks to 

look for info, conduct business, and luxuriate in recreation. 

At an equivalent time, the net has conjointly become the 

first platform employed by miscreants to attack users. as 

an example, drive-by-download attacks area unit a 

preferred selection among larva herders to grow their 

botnets. in an exceedingly drive-by-download attack, the 
assailant infects a (usually benign) computer with 

malicious code that eventually ends up in the exploitation 

of vulnerabilities within the net browsers (or plug-ins) of 

unsuspecting guests. If in, the exploit generally downloads 

and executes a malware binary, turning the host into a 

larva. Additionally to drive-by-download exploits, 

cybercriminals conjointly use social engineering to trick 

victims into putting in or running untrusted package. As 

associate example, contemplate an internet page that asks 

users to put in a faux video player that's presumptively 

necessary to point out a video (when, in fact, it's a 
malware binary). Another example is faux anti-virus 

programs. These programs area unit unfold by web content 

that scare users into thinking that their machine is infected 

with malware, attractive them to transfer associated 

execute an actual piece of malware as a remedy to the 

claimed infection. the net may be a terribly giant place, 

and new pages (both legitimate and malicious) area unit 

extra at a frightening pace. Attackers unrelentingly scan 

for vulnerable hosts that may be exploited and leveraged 

to store malicious pages, that area unit than organized in 

advanced malicious meshes to maximise the changes that 

a user can land on them. As a result, it's a difficult task to 
spot malicious pages as they seem on the net.  

 

 

However, it's crucial to succeed at this task so as to 

safeguard net users. as an example, one will leverage info 

regarding web content that compromise guests to make 

blacklists. Blacklists stop users from accessing malicious 

content within the 1st place, and became a preferred 

defense resolution that's supported by all major browsers. 

Moreover, the flexibility to quickly realize malicious 
pages is critical for vendors of anti-virus product World 

Health Organization have to be compelled to acquire, as 

quick as attainable, fresh free malware samples to update 

their signature databases. checking out malicious web 

content may be a three-step method, during which URLs 

area unit 1st collected, then quickly inspected with quick 

filters, and eventually examined full mistreatment 

specialized analyzers. a lot of exactly, one has got to 1st 

collect tips that could web content (URLs) that area unit 

continue to exist the net. to gather URLs, one generally 

uses net crawlers, that area unit programs traversing the 
net in an exceedingly systematic fashion. ranging from a 

collection of initial pages, this program follows hyperlinks 

to seek out as several (different) pages as attainable. 

 

Web Applications 

The web may be a extremely programmable surroundings 

that permits mass customization through the immediate 

readying of an oversized and various vary of applications, 

to lots of international users. Two necessary parts of a 

contemporary web site area unit versatile internet browsers 

and internet applications; each obtainable to all or any and 

varied at no expense. Web browsers area unit code 
applications that permit users to retrieve knowledge and 
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move with content set on websites at intervals a web site. 

Today’s websites area unit a way cry from the static text 

and graphics showcases of the first and mid-nineties: 

fashionable websites permit personalised dynamic content 

to be force down by users per individual preferences and 
settings. moreover, websites can also run client-side 

scripts that “change” the internet browser into Associate in 

Nursing interface for such applications as web mail and 

interactive mapping code (e.g., Yahoo Mail and Google 

Maps). 

Most significantly, fashionable websites permit the 

capture, processing, storage and transmission of sensitive 

client knowledge (e.g., personal details, mastercard 
numbers, Social Security data, etc.) for immediate and 

repeated use. And, this is often done through internet 

applications. 

 
 

 
Figure 1: company network 

 

Such features as webmail, login pages, support and 
product request forms. These are all common examples of 

web applications. The Malicious URLs detection system 

works the following: 

 

a. It allows organizations to protect their systems from 

the threats that come within systems. 

b. To prevent and to reduce the range of unauthorized 

range usage of the system resources. 

c. To detect attacks and other security violations when 

they are getting compromised. 

d. To act as a quality contest for security design and 
administration, especially of large and Complex 

enterprises. 

e. To detect computer break-ins, penetrations, Denial-Of-

service attacks, SQL injection attack, port scan 

vulnerabilities or flows in system. 

f. To provide useful information, recovery, and 

correction of causative factors. 

g. To detect deviations in usage and to recognize types of 

security violations. 

 

II. OBJECTIVES 

 
The Proposed work can be extended using neural Network 

technique. The Objectives are mentioned as for new 

proposed Work: 

 

1. To Study the Types and Collection of Malicious 

Keywords. 

2. URLs and Keywords Dataset Initialization.  

3. To Develop the Efficient Algorithm for improve the 
Searching and detection using Neural Network and 

detect the malicious URL's. 

4. To implement the algorithm in MATLAB Simulation 

Tool and generate results. 

 

III. PROBLEM FORMULATION AND 

METHODOLOGY 

 

Malicious transactions might injury the information 

integrity and convenience. However, in spite of the 

pertinency of the detection of malicious information 
transactions, the truth is that only a few sensible 

mechanisms that area unit ready to determine users death 

penalty malicious transactions has been planned up to 

now. The Malicious URLs causes the safety mechanisms 

that area unit incorrectly organized allowing potential 

intruders (hackers) to access the information.  

 

Unauthorized users “still” the credentials of licensed users 

so as to access the information server. This analysis 

planned a brand new mechanism for the detection of 

malicious URLs of Webpages and prevents the user to 

urge access within the web content. As during a typical 
information surroundings it's potential to outline the 

profile (sequence of SQL commands) of all the 

transactions that every user is allowed to execute, the 

planned mechanism uses that profile of valid transactions 

to spot user’s makes an attempt to execute invalid 

sequences of commands. The sequences of commands that 

represent every valid group action area unit obtained by 
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analysis of the execution profile of the information 

shopper applications. 

 

Research Methodology 

1. Start 
2. Initially Malicious keywords dictionary has been 

initialized. 

3. The Collection of URL’s has been initialized with the 

parameters consideration such as Toxicity and 

Downloading Links. 

4. Develop an equation of Neural Network with Weights 

assigning to the input values. 

5. Computation of equation value with equation 

F+4*Toxic+2*Links 

6. Settle the Threshold Value and compare the equation 

values. 

7. Categorize the URL in High, Low, Medium category 

based on the Threshold values. 

8. Generate the classification results using Graphical 

representation. 

9. Stop 
 

IV. RESULTS & DISCUSSIONS 

 

In this chapter for the implementation of the research work 

a algorithm has been proposed. This proposed algorithm 

when applied on the collected URL’s, predict the risk level 

and number of malicious words found in URL. 

 

Input 
INPUT URL’s. With number of downloading links on 

Home Page. 
 

 
Figure 2: collection of URL’s 

 

If the input Words found in URL’s, they considered as malicious Links. 

 

 
Figure 3: expected words to detect malicious 
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Output 

 

 
Figure 4: risk level 

 

Output- Number of Words Found 

 

 
Figure 5: number of words found 

 

V. CONCLUSION 

 

The research work has been implemented for detection 

and prevention of the Malicious URL’s. The web contains 

large dataset of the URL’s and collection contains the 
mixed type of url such as Malicious, Spam and valid as 

well. The Malicious URL expands the virus in the system 

during accessing of URLs and it defects the system’s 

activities. The sharing of URL is most used in the social 

networking sites in which the user share the URL with 

people and user don’t have any information about the type 
of URL.  
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In such scenarios, the particular URL should be detect 

based on the parameters. This paper has been explained 

the different parameters such as toxicity with range 0 to 1, 

IsWordsCount Spam with true, false condition and number 

o downloading links which can be any number. Based on 
these parameters, the weight has been assign 

correspondingly and developed the equation. The equation 

result has been then compared by the threshold value. This 

complete procedure has been implemented in the 

MATLAB 2010 and results has been plotted in the form of 

graphs. The categorize URL is counted as High, Low and 

Medium category. The Proposed work shows accuracy in 

terms of detection and prevent from unauthorized URLs. 

 

In future, the ANFIS (Adaptive Neuro-Fuzzy Inference 

system) can be implement with this work and results 
efficiency can be improved with reducing the time 

complexity. 
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